
BendBrightTMXS fibre 
worldwide optical 
transmission routes 
made safer



Our modern world’s move 
towards digitalisation is 
an established reality, 
spotlighted recently by 
the remote activities 
implemented as counter 
measures for fighting the 
COVID-19 pandemic.

Most exchanges between people and 
organisations, and most processes, are being 
dematerialised and migrated to the cloud.

Now, more than ever, security of data transfer is 
of the utmost importance; and with most of the 
world’s traffic travelling inside optical fibres, 
secured optical links are a must have.

By leveraging optimised glass technology, 
Prysmian’s BendBrightTMXS reference G.657.A2 
fibre secures all transmission routes, from  
long-distance to access.



The absolute need for secured optical links 
Digitalisation of society and migration 
towards cloud-based services are 
increasing the flow of traffic carried 
through telecommunications networks 
around the globe. This surge in data  
has accelerated over recent months,  
as the pandemic and the precipitation 
of remote activities have prompted  
the transformation of our work and 
personal habits, by necessity, towards 
an even more data-centric approach.

Hence, with this drastic surge in data 
exchanges and transmission, it is 
crucially important to secure and 
protect critical data in our connected 
world, both at rest (when the data is 
onsite) and in flight (when the data is 
transmitted around the world, spanning 
access to long-haul networks).

The latest Thales Data Threat Report  
by IDC (2020, Global Edition)1 reported 
that “no organisation is immune from 
data security threats, with 49% of 
global respondents experiencing a 
breach at some point and 26% having 
been breached in the past year”. 

Verticals like finance, government, 
health and education are actually 
targeted well above average. These 
threats materialise through the stealing 
of customer information, resulting in 
loss of customer confidence and hugely 
impacting company finances.

To prevent and counter these threats,
most organisations use encryption
technology – databases, data
centres, storage arrays or hard drives
– to fully protect data at rest. However, 
it is when data leaves the premises to 
travel across networks that interception
can happen more easily, as this threat is
not well understood and more difficult
to quantify.

Negative 
impact on 
company 
finances 

Customer 
information  

at risk 

Potential loss 
of customer 
confidence 

49% of global organisations have 
experienced a data security breach 
at some point, and 26% have been 
breached in the past year. 
(Thales Data Threat Report by IDC, 2020 Global Edition)

1.  https://cpl.thalesgroup.com/sites/default/files/content/research_reports_
white_papers/field_document/2020-04/2020-data-threat-report.pdf
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In addition, the traditional route of hackers 
compromising organisations by attacking the data 
onsite is becoming harder thanks to ever more 
powerful protection mechanisms. Consequently, 
intercepting data when it travels across the 
network has become more attractive. For instance, 
as described in a Deloitte report on the tapping  
of fibre networks2, it is not as difficult as widely 
believed to physically compromise a fibre network 
link. Hackers equipped with simple and low-cost 
equipment and the proper software tool(s) can 
intercept in-flight customer data, and remain 
undetected. The tools to physically tap a fibre 
network can be easily purchased, and through quick 
online tutorials, hackers can learn how to steal 
sensitive data from an optical fibre cable, notably  
in joints and splicing cassettes where the fibres are 
individually extracted to be spliced or routed.

Considering the huge distances traffic may be 
travelling through optical fibres from source to 
destination, maintaining complete end-to-end 
physical security of the links is challenging. Optical 
fibres have virtually unlimited capabilities for 
carrying enormous amounts of traffic, yet cables 
are surprisingly accessible in the networks, so they 
have become strategic targets for attackers.

One of the solutions to this threat is to directly 
introduce in-flight encryption mechanisms to those 
optical systems transmitting and receiving the 
information, to fully secure the networks end-to-
end3,4,5. Yet currently, such end-to-end encryption 
schemes are applied only to a small percentage of 
critical data centre interconnect links.

Optical fibres carry enormous amounts 
of data traffic, yet network cables are 
surprisingly accessible, so they have 
become strategic targets for hackers. 

2. Tapping of Fibre Networks, Deloitte Touche Tohmatsu Limited, 2017
3. The Lower the Better: Encrypting the Optical Layer, Heavy Reading, 2015
4. Ciena, WaveLogic Encryption Solution Application Note
5. Nokia, WaveLite Enterprise Optical Networking Application Note



How to tap optical fibres and 
how to prevent data breaches
Optical fibres guide light within their core using 
the principle of total reflection. A fibre consists  
of a central ‘core’ where the light propagates, 
surrounded by optical cladding acting as a mirror 
to keep the light within the core.

In telecommunications, the vast majority  
of deployed fibres (>60%) are single-mode  
fibres called ‘standard’, complying with the 
international ITU-T standard for transmission 
fibres – G.652.D. 

Such fibres exhibit optimum bandwidth and 
transmission characteristics to allow the optical 
systems connected at their extremities to virtually 
transport an unlimited data capacity as system 
generations evolve. (Hundreds of laser channels 
were each able to carry 10 Gbit/s 10 years ago, then 
40 Gbit/s, then 100 Gbit/s and now 400 Gbit/s, and 
soon more). These G.652.D standard single-mode 
fibres were initially developed and introduced for 
long-distance and straight links, making them 
intrinsically sensitive to bending effects.

Put simply, when bent, such fibres leak some  
light outside of their guide (see Figure 2), which 
hackers can exploit to tap transmitted signals. 
They capitalise on this weakness of G.652.D fibres 
under bend, using very simple tools to create  
a small bend in the fibre to extract the light  
and redirect it to the attackers’ computers on  
a diverted route through a coupler (see Figures  
1a and 1b).
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Such operations can easily be conducted along the 
network when optical signals are not encrypted 
(which, as mentioned previously, represents the 
vast majority of transmission links) without 
noticeable disturbance to the transported traffic, 
or in joints or cabinets, where the fibres are 
extracted out from the cables to be spliced or 
routed (see Image 2).

A new type of fibre, preserving all the key 
transmission characteristics of G.652.D fibres 
(hence fully securing the current capabilities of  
all existing transmission systems), was introduced 
just over a decade ago, to secure the light within 
the core of the fibre…even when bent. 

Such fibres – complying with the international 
ITU-T G.657.A2 standard – had initially been 
developed and introduced to secure access 
networks and Fibre to the Home (FTTH) networks, 
which were naturally more exposed to bends  
and corners. The intention was to limit any extra 
transmission losses generated by the leaks created 
under bending. 

These hardened fibres highly decrease the level  
of light escaping when bending, rendering hacking 
tools blind – with a lack of detected light it 
becomes more difficult to reconstruct the 
incoming signals. 

But, although initially developed for access 
networks, the later revision of the ITU-T G.657 
standard (extending the application of G.657.A 
fibres to all parts of the network) soon meant that 
G.657.A fibres could be used for long distance 
transmissions, across the optical network.
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BendBrightTMXS: The world-
leading G.657.A2 for 
securing networks 
Initially developed for access networks, 
the later revision of the ITU-T G.657 
standard extended the application of 
G.657.A fibres to all parts of the network, 
from metropolitan and regional distances 
to long hauls.

The use for ultra-long distance and high 
bitrate has been demonstrated notably in 
the referenced study6, performed with 
the Prysmian BendBrightTMXS reference 
G.657.A2 fibre, which is the most deployed 
in networks around the world: over 2,000 
km with 60 DWDM channels at 100 Gbit/s 
each (totalling 6 Tb/s aggregated 
capacity). The conclusion in terms of 
transmission performance was exactly 
the same as a regular G.652.D telecoms 
standard single-mode fibre, but with 
added bend-immunity and intrinsic traffic 
safety.

How does BendBrightTMXS fibre protect 
optical signals from leaking under bend?
Prysmian’s latest generation of bend-
immune G.652.D fibres – which ITU-T 
classifies in the G.657.A2 category – 
leverages an optimised optical core 
profile technology with a solid single 
trench concept that preserves all key 
characteristics of G.652.D and offers a level 
of bend resistance up to 100 times higher 
than the standard fibre. This means a 
signal leak attenuated by up to 20 dB, 
hence dramatically improving the intrinsic 
security of the links. 

BendBrightTMXS is up to 100 times more
bend resistant than standard G.652.D
across the whole spectrum when bent  
in a hacker’s tapping tool.

Prysmian’s BendBrightTMXS G.657.A2 
fibre was a pioneer; the first of its kind  
to be introduced, and the most deployed 
in the world, remaining the absolute 
reference in its space. 

Its glass composition prevents optical 
power leakage (resulting in loss) to the 
outside of the fibre – hence reducing the 
risk of exposure to tapping, and thus,  
to hacking.

6.  E. Pincemin et al., Low-Cost 100 Gbps Transport Solution Based on DCO-CFP  
and G.657.A2 Fibre for Long-Haul WDM Transmission, paper Th.B1.5, ICTON 2016
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Record-high 
macro- and  

micro-bending 
performances  
for drastically 

improved 
security against 

tapping

7. Bend-Insensitive and BendBrightTMXS whitepapers; these can be downloaded via the links in the ‘Want to learn more’ section above.

From Fibre to the Home (FTTH) to long-distance through 
access, metropolitan and regional networks; if you want 
a secure global network, implement BendBrightTMXS-
based cables, in all instances and configurations. 

Want to learn more?
Sirocco brochure

FlexRibbonTM whitepaper

BendBrightTMXS whitepaper

Bend-Insensitive Fibres whitepaper

In addition, combined with optimised 
protective coatings, the resilience of 
BendBrightTMXS to microbending effects 
inside the cable equips it with a quasi-flat 
dependence on channel wavelength 
when regular G.652.D is rather steep. 

This opens the door to the very 
demanding cable designs required for 
increased density and smaller footprint 
for easier installation even in urban 
congested rights-of-way or rural aerial 
installations, as well as component 
architectures not previously achievable. 
This feature also secures all transmission 
bands, including the upper L- and U-bands 
which present the highest exposure  
to micro-bending effects7. 

Finally, the mode field diameter and 
other optical characteristics of such 
bend-immune G.652.D fibres, as well as 
their splice compatibility with any 
equipment available, make them totally 
compatible with legacy G.652.D fibres  
for installation and commissioning.

In summary, such fibres are 100% 
compliant with the most stringent 
G.652.D recommendations. They are fully 
backward-compatible and future proof 
– no compromise on main transmission

parameters – and their record-high 
macro- and micro-bending performances 
yield a bend-insensitivity reduction of 
x100, for drastically improved security 
against tapping, compared to G.652.D 
single-mode optical fibre. All thanks to  
a trench-based glass design with lowered 
refractive index in the cladding area, 
preventing the optical field escaping  
even under tight bends.

Such fibre can safely transmit optical 
signals and can cope with any of the 
higher bit rates, higher wavelength 
operations and WDM transmission 
demands (in all standardised bands) that 
next-generation FTTH systems will bring. 
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More than 100 
million kilometres of 
BendBrightTMXS fibre 
have been deployed 
in over 70 countries 
so far worldwide 
since its 2006 launch. 

https://www.prysmiangroup.com/sites/all/modules/custom_2019/softec_product_center/js/pdfjs/web/viewer.html?file=https://www.prysmiangroup.com/sites/default/files/business_markets/markets/downloads/datasheets/121594_PRY_Sirocco_HD_Leaflet_A4_AW_v02_singles.pdf#search=sirocco
https://www.prysmiangroup.com/sites/all/modules/custom_2019/softec_product_center/js/pdfjs/web/viewer.html?file=https://www.prysmiangroup.com/sites/default/files/business_markets/markets/downloads/datasheets/FlexRibbon-Whitepaper.pdf#search=flexribbon
https://www.prysmiangroup.com/staticres/BendBright-XS-Whitepaper/index.html
https://www.prysmiangroup.com/en/bend-insensitive-fibres
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